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Abstract

In this paper, we are concerned with differentially private stochastic gradient descent (SGD) algorithms in the setting
of stochastic convex optimization (SCO). Most of the existing work requires the loss to be Lipschitz continuous and
strongly smooth, and the model parameter to be uniformly bounded. However, these assumptions are restrictive as
many popular losses violate these conditions including the hinge loss for SVM, the absolute loss in robust regression,
and even the least square loss in an unbounded domain. We significantly relax these restrictive assumptions and estab-
lish privacy and generalization (utility) guarantees for private SGD algorithms using output and gradient perturbations
associated with non-smooth convex losses. Specifically, the loss function is relaxed to have an a-Hoélder continu-
ous gradient (referred to as a-Holder smoothness) which instantiates the Lipschitz continuity (@ = 0) and the strong
smoothness (@ = 1). We prove that noisy SGD with @-Hd6lder smooth losses using gradient perturbation can guarantee
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(€, 6)-differential privacy (DP) and attain optimal excess population risk O(T + 75)’ up to logarithmic terms,

with the gradient complexity O(n% + n). This shows an important trade-off between -Holder smoothness of the loss
and the computational complexity for private SGD with statistically optimal performance. In particular, our results
indicate that @-Holder smoothness with @ > 1/2 is sufficient to guarantee (€, §)-DP of noisy SGD algorithms while
achieving optimal excess risk with the linear gradient complexity O(n).
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1. Introduction

Stochastic gradient descent (SGD) algorithms are widely employed to train a wide range of machine learning
(ML) models such as SVM, logistic regression, and deep neural networks. It is an iterative algorithm which replaces
the true gradient on the entire training data by a randomized gradient estimated from a random subset (mini-batch)
of the available data. As opposed to gradient descent algorithms, this reduces the computational burden at each
iteration trading for a lower convergence rate [3]]. There is a large amount of work considering the optimization error
(convergence analysis) of SGD and its variants in the linear case [2[19} 20} 29} 30] as well as the general setting of
reproducing kernel Hilbert spaces [10, 23| 28| 36} 37, 132].

At the same time, data collected often contain sensitive information such as individual records from schools and
hospitals, financial records for fraud detection, online behavior from social media and genomic data from cancer
diagnosis. Modern ML algorithms can explore the fine-grained information about data in order to make a perfect
prediction which, however, can lead to privacy leakage [8| 31]. To a large extent, SGD algorithms have become
the workhorse behind the remarkable progress of ML and Al. Therefore, it is of pivotal importance for developing
privacy-preserving SGD algorithms to protect the privacy of the data. Differential privacy (DP) [12} [14] has emerged
as a well-accepted mathematical definition of privacy which ensures that an attacker gets roughly the same information
from the dataset regardless of whether an individual is present or not. Its related technologies have been adopted by
Google [15], Apple [25]], Microsoft [[11] and the US Census Bureau [1].

In this paper, we are concerned with differentially private SGD algorithms in the setting of stochastic convex
optimization (SCO). Specifically, let the input space X be a domain in some Euclidean space, the output space Y C R,
and Z = Xx Y. Denote the loss function by ¢ : R4 x Z + [0, o) and assume, for any z € Z, that £(, z) is convex with
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respect to (w.r.t.) the first argument. SCO aims to minimize the expected (population) risk, i.e. R(w) := E_[{(w, 2)],
where the model parameter w belongs to a (not necessarily bounded) domain ‘W C R?, and the expectation is taken
w.r.t. zaccording to a population distribution . While the population distribution is usually unknown, we have access
to a finite set of n training data points denoted by S = {z; € Z : i = 1,2,...,n}. It is assumed to be independently
and identically distributed (i.i.d.) according to the distribution O on Z. In this context, one often considers SGD
algorithms to solve the Empirical Risk Minimization (ERM) problem defined by

min {Rs (w) = Z €(w. z)}

For a randomized algorithm (e.g., SGD) A to solve the above ERM problem, let A(S ) be the output of algorithm
A based on the dataset S. Then, its statistical generalization performance is measured by the excess (population) risk,
i.e., the discrepancy between the expected risk R(A(S)) and the least possible one in ‘W, which is defined by

&isk(A(S)) = R(AS)) — min R(w).

Along this line, there are a considerable amount of work [35) 4, [16] on analyzing the excess risk of private SGD
algorithms in the setting of SCO. However, most of such approaches often require two assumptions: 1) the loss ¢
is L-Lipschitz and S-smooth; 2) the domain ‘W is uniformly bounded. These assumptions are very restrictive as
many popular losses violate these conditions including the hinge loss (1 — yw” x)? for g-norm soft margin SVM and
the g-norm loss [y — w’ x|7 in regression with 1 < ¢ < 2. More specifically, the work [335] assumed the loss to be
Lipschitz continuous and strongly smooth and showed that the private SGD algorithm with output perturbation can
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achieve (e, 6)-DP and an excess risk rate O ) when the gradient complexity (i.e. the number of computing

gradients) T = n. The study [4] proved, under the same assumptions, that the private SGD algorithm with gradient
1
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perturbation can achieve an optimal excess risk rate O(ﬂ W) while guaranteeing its (e, §)-DP. To deal with

the non-smoothness, it used the Moreau envelope technique to smooth the loss function and got the optimal rate.
. . . . . . . . 65 45
However, the algorithm is computationally inefficient with a gradient complexity O( e+ q dlog(l ; 5))2) The work

[16] improved the gradient complexity of the algorithm to O(n? log(%)) by localizing the approximate minimizer of the
population loss on each phase. Recently, [3]] showed that a simple variant of noisy projected SGD yields the optimal
rate with gradient complexity O(n?). However, it only focused on the Lipschitz continuous losses and assumed that
the parameter domain ‘W is bounded.

Our main contribution is to significantly relax these restrictive assumptions and to prove both privacy and gen-
eralization (utility) guarantees for private SGD algorithms with non-smooth convex losses in both bounded and un-
bounded domains. Specifically, the loss function £(w, z) is relaxed to have an a-Holder continuous gradient w.r.t. the
first argument, i.e., there exists L > 0 such that, for any w,w’ € ‘W and any z € Z,

106(w,2) = 0U(W', 2)ll> < LIlw — W[5,

where || - ||, denotes the Euclidean norm, 0¢(w, z) denotes a subgradient of £ w.r.t. the first argument. For the sake of
notional simplicity, we refer to this condition as a-Holder smoothness with parameter L. The smoothness parameter
a € [0, 1] characterizes the smoothness of the loss function £(-, z). The case of @ = 0 corresponds to the Lipschitz
continuity of the loss £ while @ = 1 means its strong smoothness. This definition instantiates many non-smooth
loss functions mentioned above. For instance, the hinge loss for g-norm soft-margin SVM and g-norm loss for
regression mentioned above with g € [1,2] are (¢ — 1)-Holder smooth. In particular, we prove that noisy SGD with
a-Holder smooth losses using gradient perturbation can guarantee (€, §)-DP and attain the optimal excess population

risk O( —-— dloe1/9)

trade-off between a-Holder smoothness of the loss and the computational complexity for private SGD in order to
achieve statistically optimal performance. In particular, our results indicate that a-Holder smoothness with @ > 1/2 is
sufficient to guarantee (¢, §)-DP of noisy SGD algorithms while achieving the optimal excess risk with linear gradient
complexity O(n). Table 1 summarizes the upper bound of the excess population risk, gradient complexity of the
aforementioned algorithms in comparison to our methods.
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Our key idea to handle general Holder smooth losses is to establish the approximate non-expansiveness of the
gradient mapping, and the refined boundedness of the iterates of SGD algorithms when domain ‘W is unbounded.
This allows us to show the uniform argument stability [24]] of the iterates of SGD algorithms with high probability
w.r.t. the internal randomness of the algorithm (not w.r.t. the data '), and consequently estimate the generalization
error of differentially private SGD with non-smooth losses.

Reference Loss Method Utility bounds Gradient Complexity Domain
Lipschitz (dlog(y
1351 & smooth Output O(—Wi) O(n) bounded
Lipschitz . Vdlogh) 4 15 (ne)>S
& smooth Gradient 0( 2E5 4 \_m) O(n e+ dioat] >) bounded
(4]
. . . 1 ’16,554.5
Lipschitz Gradient O( Vdiig(6) + \Lm ) ()(114‘5 Ve+ ioa(] ))2) bounded
Lipschitz VdlogD)
& smooth Phased Output ()( £+ W) o(n) bounded
[LL6]
Lipschitz  Phased ERM o Vilox(s) 2.) O(r? log(1)) bounded
13 Lipschitz Gradient of Vd;"f%) + L) on?) bounded
a-Holder Output (dlog(%))% Viog(%) O(n% +1n) bounded
smooth O(T)
a-Holder Vdlog(1)log(2)  log(Z) —a?-3a+6
Ours <mooth Output O(TEO + M?Z) O T + n) unbounded
a-Holder Gradient Nloeg) | 1 o(n's bounded
smooth O( et 72) (T +n)

Table 1: Comparison of different (e, §)-DP algorithms. We report the method, utility (generalization) bound, gradient complexity and parameter
domain for three types of convex losses, i.e. Lipschitz, Lipschitz and smooth, and ¢-Holder smooth. Here Output, Gradient, Phased Output and
Phased ERM denote output perturbation which adds Gaussian noise to the output of non-private SGD, gradient perturbation which adds Gaussian
noise at each SGD update, phased output perturbation and phased ERM output perturbation [16]], respectively. The gradient complexity is the total
number of computing the gradient on one datum in the algorithm.

Organization of the Paper. The rest of the paper is organized as follows. The formulation of SGD algorithms and
the main results are given in Section 2] We provide the proofs in Section [3]and conclude the paper in Section [4]

2. Problem Formulation and Main Results

2.1. Preliminaries

Throughout the paper, we assume that the loss function ¢ : ‘W x Z — R is convex w.r.t. the first argument, i.e.,
for any z € Z and w, w’ € W, there holds £(w, z) > £(W', z) +(00(W’, z), w —W’) where 0{(W’, z) denotes a subgradient
of £(-,z) in the first argument. We restrict our attention to the (projected) stochastic gradient descent algorithm which
is defined as below.



Definition 1 (Stochastic Gradient Descent). Let ‘W C R¢ be convex, T denote the number of iterations, and Projy,
denote the projection to ‘W. Let w; = 0 € R be an initial point, and {77;}?;1l be a sequence of positive step sizes. At
stept € {1,...,T — 1}, the update rule of (projected) stochastic gradient decent is given by

Wil = Projw(wt — 1n,06(wy, Zi/)), €))
where {i;} is uniformly drawn from [n] := {1,2,...,n}. When W = R4, then (1) is reduced to W,y = w, —n,06(Wy, Z;,).

For a randomized learning algorithm A : Z" — W, let A(S) denote the model produced by running A over the
training dataset S. We say two datasets S and S’ are neighboring datasets, denoted by S =~ S’, if they differ by a
single datum. We consider the following high-probabilistic version of the uniform argument stability (UAS), which is
an extension of the UAS in expectation [24]].

Definition 2 (Uniform argument stability). We say an algorithm A has Az-UAS with probability at least 1 — y
(y € (0, 1) if

Pa(sup 64(S,S") = Az) <,
S’

where §4(S,S") := |AS) = AS ).

We will use UAS to study generalization bounds with high probability. In particular, the following lemma as a
straightforward extension of Corollary 8 in [7] establishes the relationship between UAS and generalization errors.
The proof is given in the Appendix for completeness.

Lemma 1. Suppose { is nonnegative, convex and a-Holder smooth with parameter L. Let My = sup,.7 £(0,z) and
M = sup, 7 10€(0, 2)||>. Let A be a randomized algorithm with the output of A bounded by G and

Pﬁ(ssuép 64(S,S") = Ag) < yo.

Then there exists a constant ¢ > 0 such that for any distribution D over Z and any vy € (0, 1), there holds
Ps o al|R(AS)) — Rs (A(S))| = c((M + LGY)Azlog(n)log(1/y) + (My + (M + LG*)G) A/n~! log(l/)/))] <Y +7.

Differential privacy [13] is a de facto standard privacy measure for a randomized algorithm A.

Definition 3 (Differential Privacy). We say a randomized algorithm A satisfies (¢, 6)-DP if, for any two neighboring
datasets S and S’ and any event E in the output space of A, there holds

P(A(S) € E) < eP(A(S’) € E) + 6.
In particular, we call it satisfies e-DP if 6 = 0.
We also need the following concept called ¢,-sensitivity.

Definition 4 ({,-sensitivity). The {,-sensitivity of a function (mechanism) M : Z" — W is defined as A =
supg s IM(S) — M(S")Il>, where S and S are neighboring datasets.

A basic mechanism to obtain (e, §)-DP from a given function M : Z" — ‘W is to add a random noise from a
Gaussian distribution N(0, 0*I;) where o is proportional to its £>-sensitivity. This mechanism is often referred to as
Gaussian mechanism as stated in the following lemma.

Lemma 2 ([14]]). Given a function M : Z" — ‘W with the {,-sensitivity A and a dataset S C Z", and assume that

> \2 10g(61.25 /6)A

. The following Gaussian mechanism Yyields (€, 5)-DP:
G(S,0) := M(S)+b, b~ N(©,51y),

where 14 is the identity matrix in R4,



Although the concept of (e, §)-DP is widely used in privacy-preserving methods, its composition and subsampling
amplification results are relatively loose, which are not suitable for iterative SGD algorithms. Based on the Rényi
divergence, the work [26] proposed Rényi differential privacy (RDP) as a relaxation of DP to achieve tighter analysis
of composition and amplification mechanisms.

Definition 5 (RDP [26]). For A > 1, p > 0, a randomized mechanism A satisfies (4, p)-RDP, if, for all neighboring
datasets S and S’, we have

1 P 6
DA(AS) | AS") = 7= log f (%)Aﬂ’m»(e)w,

where Ps)(6) and P+ (6) are the density of A(S) and A(S’), respectively.

As A — oo, RDP reduces to €-DP, i.e., A satisfies e-DP if and only if Do(A(S)|A(S)) < € for any neighboring
datasets S and S’. Our analysis requires the introduction of several lemmas on useful properties of RDP listed below.

First, we introduce the privacy amplification of RDP by uniform subsampling, which is fundamental to establish
privacy guarantees of noisy SGD algorithms. In general, a uniform subsampling scheme first draws a subset with
size pn uniformly at random with a subsampling rate p < 1, and then applies a known randomized mechanism to the
subset.

Lemma 3 ([22]). Consider a function M : Z" — W with the {,-sensitivity A, and a dataset S C Z". The Gaus-
sian mechanism G(S,0) = M(S) + b, where b ~ N(0,01,), applied to a subset of samples that are drawn uni-
formly without replacement with subsampling rate p satisfies (1,3.5p*AA?/0?)-RDP if 0> > 0.67A> and A — 1 <

202 1
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The following adaptive composition theorem of RDP establishes the privacy of a composition of several adaptive
mechanisms in terms of that of individual mechanisms. We say a sequence of mechanisms (Aj, ..., A) are chosen
adaptively if A; can be chosen based on the outputs of the previous mechanisms A (S), ..., A;,_1(S) for any i € [k].

Lemma 4 (Adaptive Composition of RDP [26l]). If a mechanism A consists of a sequence of adaptive mechanisms
(Ay, ..., A with A; satisfying (4, p;)-RDP, i € [k], then A satisfies (A, Zf-‘zl pi)-RDP.

Lemme [4] tells us that the derivation of the privacy guarantee for a composition mechanism is simple and direct.
This is the underlying reason that we adopt RDP in our subsequent privacy analysis. The following lemma allows us
to further convert RDP back to (e, §)-DP.

Lemma 5 (From RDP to (€, 6)-DP [26]]). If a randomized mechanism A satisfies (A, p)-RDP, then A satisfies (o +
log(1/6)/(A — 1),6)-DP for all 6 € (0, 1).

The following lemma shows that a post-processing procedure always preserves privacy.

Lemma 6 (Post-processing [26]). Let A : Z" — W satisfy (4, p)-RDP and [ : ‘W, — ‘W, be an arbitrary function.
Then f o A : Z" — ‘W, satisfies (4, p)-RDP.

2.2. Main Results

We present our main results here. First, we state a key bound of UAS for SGD when ‘W C R? and the loss func-
tion is @-Holder smooth. Then, we propose two privacy-preserving SGD-type algorithms using output and gradient
perturbations, and present the corresponding privacy and generalization (utility) guarantees. The utility guarantees
in terms of the excess risk typically rely on two main errors: optimization errors and generalization errors, as shown
soon in (3) and (@) for the algorithms with output and gradient perturbations, respectively. We will apply techniques
in optimization theory to handle the optimization errors [27]], and the concept of UAS [6, [17, [24]], which was given in
Definition [2]in Subsection [2.1] to estimate the generalization errors.



2.2.1. UAS bound of SGD with Non-Smooth Losses
We begin by stating the key result on the distance between two iterate trajectories produced by SGD on neighboring
datasets. Let 1
(1+1/a)™ L, ifac(0,1]
Ca,l = . 2
M+ L, ifa=0.
20+a) 2
and ¢, = }%Z(Z’“L)ﬁ, where M = sup_.z [10£(0, 2)||,. In addition, define C, = }%ﬁcm‘l’” (%)™ +2 sup_c 7 €(0; 2).

Furthermore, let B(0, r) denote the Euclidean ball of radius r > 0 centered at 0 € R?. Without loss of generality, we
assume n > 1/T.

Theorem 7. Suppose that the loss function € is convex and a-Holder smooth with parameter L. Let ‘A be the SGD
with T iterations and 7, = n < min{l, 1/L}, and w = %ZL w; be the output produced by A. Further, let ¢, 7 =

max {(3nlog(n/y)/T)* ., 3nlog(n/y)/T}.

(a) If € is nonnegative and ‘W = R, then, for any y € (0, 1), there holds
Pﬂ(ssug 5a(S.8") 2 Asap()) £ 7

1/2

where Asgp(y) = (e(cisznﬁ +4(M + L(CQTT])%)an(l + %(1 + cy,T))%(l + Cy,T)))

(b) If W C B(0, R) with R > 0, then, for any y € (0, 1), there holds
Pﬂ(ssug 5a(S.5") 2 Asap()) £ 7,

- ) 12
where Asgp(y) = (e(cisznﬂ +4(M + LR“)an(l + %(1 + C%T))%(l + Cy,T))) .

Remark 1. Under the reasonable assumption of T > n, we have ¢, r = O(log(n/y)). Then Asgp(y) = O( VT, nﬁ +
Wlw) and ASGD()/) = O( \/Tnﬁ + M) In addition, if £ is strongly smooth, i.e., @ = 1, the first term
(Trl)S/2 log(n/y) )

n

in the UAS bounds tends to O under the typical assumption of 7 < 1. In this case we have Aggp(y) = O(
and Aggp(y) = O(w). The work [3]] established the high probability upper bound of the random variable of the

argument stability §s¢p in the order of O( VT + %) for Lipschitz continuous losses under an additional assumption

v > exp(—n/2). Our result gives the upper bound of supg.g. dsGp(S,S’) in the order of O( Ty + W) for any
v € (0, 1) for the case of @ = 0. The work [17]] gave the bound of O(Tn/n) in expectation for Lipschitz continuous
and smooth loss functions. As a comparison, our stability bounds are stated with high probability and do not require
the Lipschitz condition. Under a further Lipschitz condition, our stability bounds actually recover the bound O(Tn/n)
in [[I7]] in the smooth case. Indeed, both the term (M + (CaTn)%)2 and the term (M + LR”‘)2 are due to controlling the
magnitude of gradients, and can be replaced by L? for L-Lipschitz losses.

2.2.2. Differentially Private SGD with Output Perturbation

Output perturbation [9, [13] is a common approach to achieve (e, §)-DP. The main idea is to add a random noise
b to the output of the SGD algorithm, where b is randomly sampled from the Gaussian distribution with mean 0 and
variance proportional to the £,-sensitivity of SGD. In Algorithm|[T] we propose the private SGD algorithm with output
perturbation for non-smooth losses in both bounded domain ‘W C $B(0, R) and unbounded domain ‘W = R?. The
difference in these two cases is that we add random noise with different variances according to the sensitivity analysis
of SGD stated in Theorem[7] In the sequel, we present the privacy and utility guarantees for Algorithm [T}

Theorem 8 (Privacy guarantee). Suppose that the loss function € is convex, nonnegative and a-Holder smooth with
parameter L. Then Algorithm|l|(DP-SGD-0Output) satisfies (€, 6)-DP.



Algorithm 1 Differentially Private SGD with Output perturbation (DP-SGD-Output)

1: Inputs: Data§ ={z; € Z:i=1,...,n}, a-Holder smooth loss £(w, z) with parameter L, the convex set ‘W, step
size 17, number of iterations 7', and privacy parameters €, &
Set: w; =0
for t=1toT do
Sample i; ~ Unif([n])
Wii1 = Projqy, (W, — not(w;; z;,))
end for
if ‘W = R then
let A = Asgp(6/2)
else if W C B(0,R) then
let A = Aggp(6/2)
. end if
: Compute: 02 = -
. return: Wyiy = + 3.7 w, + b where b ~ N(0,0%1,)

R A A A S o

—_ =
—_ o

210g(2.5/5)A?
2

—_ =
W N

According to the definitions, the £,-sensitivity of SGD is identical to the UAS of SGD: supg.g dsgp(S,S’). In
this sense, the proof of Theorem [§]directly follows from Theorem[7and Lemma[2] For completeness, we include the
detailed proof in Subsection [3.2]

Recall that the empirical risk is defined by Rg(w) = % >*, 0w, z), and the population risk is R(w) = E_[£(W, 2)].
Let w* € arg minyc R(W) be the one with the best prediction performance over ‘W. We use the notation B < Bif
there exist constants ¢y, ¢; > 0 such that ¢; B < B < ¢, B. Without loss of generality, we always assume |[w*||, > 1.

Theorem 9 (Utility guarantee for unbounded domain). Suppose the loss function { is nonnegative, convex and
a-Holder smooth with parameter L. Let Wy, be the output produced by Algorithm (I| with ‘W = R? and n =

nﬁ/(T(log(%))ﬁ). Let T < n(ﬁlﬂfﬁﬁ if0<a< ‘@’7, and T =< n else. Then, for any y € (4 max{exp(—d/8), 5}, 1),
with probability at least 1 — y over the randomness in both the sample and the algorithm, there holds

vdlog(1/6)log(n/6) log(n)( 1og(1/7))3m log(n/d))
(log(1/y) ™ insi € n¥a

RWpi) — ROW") = W - (

To examine the excess population risk R(Wpiy) — R(W"), we use the following error decomposition:
R(Wpriv) = R(W*) = [R(Wpriy) = R(W)] + [R(W) — Rs (W)] + [Rs (W) — Rs (W] + [Rs (W) — R(W)], 3

where w = % Z,T:1 w; is the output of non-private SGD. The first term is due to the added noise b, which can be
estimated by the Chernoff bound for Gaussian random vectors. The second term is the generalization error of SGD,
which can be handled by the stability analysis. The third term is an optimization error and can be controlled by
standard techniques in optimization theory. Finally, the last term can be bounded by O(1/ v/n) by Hoeffding inequality.
The proof of Theorem [Q]is given in Subsection [3.2]

Now, we turn our attention to the utility guarantee for the case with a bounded domain.
Theorem 10 (Utility guarantees for bounded domain). If the loss function € is nonnegative, convex and a-Holder
2-a
smooth with parameter L. Let W, be the output produced by Algorithm wzth W C BO,R). Let T < ntw if
1/8
@ < L, T = nelse, and choose = 1 /(T maX{ \/lngm/é)log(n) log(1/7) (dlog(l/é)) \/logm/a )(log(1/7)) })

v € (4 max{exp(—d/8), 6}, 1), with probability at least 1 —y over the randomness in both the sample and the algorithm,
there holds

1

. Then for any

(dlog(1/8))" (log(1/7))* flog(n/5) N Vlog(n) 10g(1/7)10g(n/5))
Vne Vn '
7

R(Worir) — ROW') = w2 ~0(



Algorithm 2 Differentially Private SGD with Gradient perturbation (DP-SGD-Gradient)

1: Inputs: Data S = {z; € Z :i=1,...,n}, loss function £(w, z) with Holder parameters @ and L, the convex set
W C B(0, R), step size i, number of iterations T, privacy parameters €, ¢, and constant 3.
Set: w; =0
Compute 02 =
for t=1to T do

Sample i; ~ Unif([n])

Wit = Projay (W, — n(@€(ws; 2;) + b)), where b, ~ N(0, o21,)
end for
return: Wyiy = + 31w,

14(M+LR*)*T (log(1/6)
Brie ( +1)

(1-Be

A A o

The definition of a-Holder smoothness and the convexity of ¢ imply the following inequalities
10€(w; Dlla < M + LR and £(w; 2) < £(0;2) + MR + LR'*®, Vze Z,weW.

These together with Theorem [§] and Theorem [9] imply the privacy and utility guarantees in the above theorem. The
detailed proof is given in Subsection

Remark 2. The private SGD algorithm with output perturbation was studied in [35] under both the Lipschitz con-
tinuity and the strong smoothness assumption, where the excess population risk for one-pass private SGD (i.e. the
total iteration number 7" = n) with a bounded parameter domain was bounded by O((ne)’%(d log(1/ 6)%). As a com-
parison, we show that the same rate (up to a logarithmic factor) O((ne)’% (dlog(1 /5))% log%(n/ 6)) can be achieved for
general a-Holder smooth losses by taking 7' = O(n% +n). Our results extend the output perturbation for private SGD
algorithms to a more general class of non-smooth losses.

2.2.3. Differentially Private SGD with Gradient Perturbation

An alternative approach to achieve (e, 6)-DP is gradient perturbation, i.e., adding Gaussian noise to the stochastic
gradient at each update. The detailed algorithm is described in Algorithm [2} whose privacy guarantee is established
in the following theorem.

Theorem 11 (Privacy guarantee). Suppose the loss function € is nonnegative, convex and a-Holder smooth with
parameter L. Then Algorithm(DP—SGD-Grad'L' ent) satisfies (€, )-DP if there exists B € (0, 1) such that

3 o2 n . _ log(1/0)
0.67and 1 -1 < ST IR log(}(HW )hold with A = e T L

2
g
O IRY =

Since ‘W C B(0, R), the Holder smoothness of £ implies that ||0¢(w;,2)|l» < M + LR® for any t € [T] and any z € Z,
from which we know that the £,-sensitivity of the function M, = d¢(w;,z) can be bounded by 2(M + LR"). By
Lemmaand the post-processing property of DP, it is easy to show that the update of w;, satisfies (I?Igflﬁ/)i) +1, ﬁ%)-RDP
for any 7 € [T]. Furthermore, by the composition theorem of RDP and the relationship between (€, 6)-DP and RDP,

we can show that the proposed algorithm satisfies (e, §)-DP. The detailed proof can be found in Subsection

Other than the privacy guarantees, the DP-SGD-Gradient algorithm also enjoys utility guarantees as stated in the
following theorem.

Theorem 12 (Utility guarantee). Suppose the loss function € is nonnegative, convex and a-Holder smooth with pa-

Viog logn/y)log(1/7)  \/dlog(1/6)(log(1/y))¥ |

Vn ’ ne :

Furthermore, let T < niw ifa < 1 and T < n else. Then, for anyy € (18 exp(~Td/8), 1), with probability at least
1 — y over the randomness in both the sample and the algorithm, there holds

rameter L. Let Wy, be the output produced by Algorithm |2\ with 1 = % max {

Vdlog(1/6)log(1/y)  ylog(mlog(n/y)log(1/y) )
+ .
ne \n
8

R(Wpriy) — ROW) = w1 -0(



Our basic idea to prove Theorem[I2]is to use the following error decomposition:
R(Wpriv) = RW") = [R(Wpriv) = Rs (Wpriv)] + [Rs (Wpriv) — Rs (W] + [Rs (W) — R(WH)]. “

Similar to the proof of Theorem@], the generalization error R(Wpiy) — Rs (Wpriy) can be handled by the UAS bound, the
optimization error Rg(Wpyriv) — Rs(W") can be estimated by standard techniques in optimization [e.g.[27], and the last
term Ry (W*) — R(W*) can be bounded by the Hoeffding inequality. The detailed proof can be found in Subsection[3.3]

Remark 3. We now compare our results with the related work under a bounded domain assumption. The work [4]]
established the optimal rate ()(i \dlog(1/6) + %) for the excess population risk of private SCO algorithm in either

smooth case (o = 1) or non-smooth case (@ = 0). However, their algorithm has a large gradient complexity O(n4'5 Ve+
n6.5 64.5

(dlog(1)?
population risk for non-smooth losses with a better gradient complexity of the order O(n” log(1/5)). The very recent
work [3]] improved the gradient complexity to O(n%). As a comparison, we show that SGD with gradient complexity
O(n% + n) is able to achieve the optimal (up to logarithmic terms) excess population risk O(é \dlog(1/6) + %)
for general a-Holder smooth losses. Our results match the existing gradient complexity for both the smooth case in
[4] and the Lipschitz continuity case [3]]. An interesting observation is that our algorithm can achieve the optimal
utility guarantee with the linear gradient complexity O(n) for @ > 1/2, which shows that a relaxation of the strong
smoothness from @ = 1 to @ > 1/2 does not bring any harm in both the generalization and computation complexity.

). The work [16] proposed a private phased ERM algorithm for SCO, which can achieve the optimal excess

Now, we give a sufficient condition for the existence of 3 in Theorem [IT|under a specific parameter setting.

1
Lemmal3. Letn > 18, T =nand 6 = 1/n Ife > w, then there exists 3 € (0, 1) such thatAlgorithm
2n(n3 -1)
satisfies (€,0)-DP.

| _ T(n'B-1)+4log(n)n+T
35 €= 2n(n1-1)
al
L5k
©
(2]
S 2p
Q
>
Q
©
2
5 15}
1L
05 ¥
‘ ‘ ‘ ‘ ‘ ‘ ‘ [ ‘
1 2 3 4 5 6 7 8 9 10
size of training set n x10°8

Figure 1: The sufficient condition for the existence of 8 in Lemma 13. The shaded area is the area where the sufficient condition in Lemma 13
holds true, i.e., € > (7(n% - 1) +4log(nn + 7)/(2n(n% -1)).

Remark 4. Privacy parameters € and ¢ together quantify the privacy risk. e is often called the privacy budget control-
ling the degree of privacy leakage. A larger value of € implies higher privacy risk. Therefore, the value of € depends
on how much privacy the user needs to protect. Theoretically, the value of € is less than 1. However, in practice,
to obtain the desired utility, a larger privacy budget, i.e., € > 1, is always acceptable [35] [33]. For instance, Apple

9



uses a privacy budget € = 8 for Safari Auto-play intent detection, and € = 2 for Health types[ﬂ Parameter ¢ is the
probability with which e€ fails to bound the ratio between the two probabilities in the definition of differential privacy,
i.e., the probability of privacy protection failure. For meaningful privacy guarantees, according to [[14] the value of
6 should be much smaller than 1/n. In particular, we always choose 6 = 1/n*. For DP-SGD-Gradient algorithm,
another constant we should discuss is 8 which depends on the choice of the number of iterations 7', size of training
data n, privacy parameters € and 6. The appearance of this parameter is due to the use of subsampling result for RDP
(see Lemma[3). The condition in Lemma [T3|ensures the existence of 8 € (0, 1) such that Algorithm [2] satisfies DP. In
practical applications, we search in (0, 1) for all 3 that satisfy the RDP conditions in Theorem [IT] Note that the closer
the S is to 1/2, the smaller the variance of the noise added to the algorithm in each iteration. Therefore, we choose the
value that is closest to 1/2 of all 8 that meets the RDP conditions as the value of 3.

We end this section with a final remark on the challenges of proving DP for Algorithm [2{ when ‘W is unbounded.

Remark 5. To make Algorithm satisfy DP when ‘W = R¢, the variance o, of the noise b, added in the #-th iteration
should be proportional to the £,-sensitivity A, = [|00(wy, z;,) — af(w,,zl’.[)llz. The definition of Holder smoothness
implies that A, < 2(M + L||w,|[5). When a = 0, we have A; < 2(M + L) and the privacy guarantee can be established
in a way similar to Theorem When a € (0, 1], we have to establish an upper bound of [|w||,. Since w, =
W1 — n(0(W1,zi, ) + biy) (bmy ~ N(O, a’,z_lld)), we can only give a bound of ||w,||; with high probability. Thus,
the sensitivity A, can not be uniformly bounded in this case. Therefore, the first challenge is how to analyze the privacy
guarantee when the sensitivity changes at each iteration and all of them can not be uniformly bounded. Furthermore,

by using the property of the Gaussian vector, we can prove that ||w;|l, = O(\/ig+7 Z;;ll oi+n.4/d Z;._:ll a’?) with high
probability. However, as mentioned above, the variance o, should be proportional to A; whose upper bound involves
lw,||5. Thus, o is proportional to )% + n”(z_’];ll o)* +n*d 2’];11 0'5)”/ 2. For this reason, it seems difficult to give
a clear expression for an upper bound of ||w,||,.

3. Proofs of Main Results

Before presenting the detailed proof, we first introduce some useful lemmas on the concentration behavior of
random variables.

Lemma 14 (Chernoff bound for Bernoulli variable [34]]). Let Xi,..., Xy be independent random variables taking
values in {0,1}. Let X = Zf'(:l X; and pu = E[X]. The following statements hold.

(a) For any ¥y € (0, 1), with probability at least 1 — exp ( — uy*/3), there holds X < (1 + 7).
(b) For any ¥ > 1, with probability at least 1 — exp ( — uy/3), there holds X < (1 + 7).

Lemma 15 (Chernoff bound for the ¢>-norm of Gaussian vector [34]). Let Xi,..., Xy be i.i.d. standard Gaussian
random variables, and X = [X1, ..., Xi] € RF. Then for any t € (0, 1), with probability at least 1 — exp(=kt*/8), there
holds ||X|? < k(1 + 7).

Lemma 16 (Hoeffding inequality [[L8]). Let X, ..., Xy be independent random variables such that a; < X; < b; with
probability I foralli € [k]. Let X = % Zle X;. Then for any t > 0, with probability at least 1 —exp(=212/ 3. ,(bi — a;)?),
there holds X — E[X] < t.

Lemma 17 (Azuma-Hoeffding inequality [18]). Let Xi,..., Xy be a sequence of random variables where X; may
depend on the previous random variables Xi,...,X;_1 for all i = 1,...,k. Consider a sequence of functionals
E(Xy, .., Xy, T € [k]. If & —Ex,[&]l < bi for each i. Then for all t > 0, with probability at least 1 —exp(—2/(2 3 bf)),
there holds Y% & — Y% | Ex[&] < t.

Lemma 18 (Tail bound of sub-Gaussian variable [34]]). Let X be a sub-Gaussian random variable with mean u and
sub-Gaussian parameter v*. Then, for any t > 0, we have, with probability at least 1 —exp (—t>/(2v?)), that X —u < t.

"https://www.apple.com/privacy/docs/Differential_Privacy_Overview.pdf
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3.1. Proofs on UAS bound of SGD on Non-smooth Losses
Our stability analysis for unbounded domain requires the following lemma on the self-bounding property for
Holder smooth losses.

Lemma 19. (/21| 37]) Suppose the loss function € is nonnegative, convex and a-Holder smooth with parameter L.
Then for ¢, defined as @2) we have

106w, 2)ll2 < canl™i(W,2), VYweR! zeZ

Based on Lemma[T9] we develop the following bound on the iterates produced by the SGD update (T)) which is crit-
ical to analyze the privacy and utility guarantees in the case of unbounded domain. Recall that M = sup,_ , [|0£(0, 2)||>.

Lemma 20. Suppose the loss function € is nonnegative, convex and a-Holder smooth with parameter L. Let {w,}tT:]
be the sequence produced by SGD with T iterations when ‘W = R? and n, < min{1, 1/L}. Then, for any t € [T, there
holds

t
2
Wit 3 < Co > ),
=1

2(1+a)

where C, = mca‘l” (1+a)1 « +2sup,. (0; 2).
Proof. The update rule w,.; = w, — ,0{(w, z; ) implies that
IWeit I3 = lwe = 708w, 21 = IIWAI5 + 7106w, )15 — 2m:(Wy, BE(W, 23)). )]

First, we consider the case @ = 0. By the definition of Holder smoothness, we know ¢ is (M + L)-Lipschitz continuous.
Furthermore, by the convexity of £, we have

TllOEW,, 2i)II5 — 2wy, 0E(W,, 23,) < llOEW,, 2i)II3 + 2(€(0, 23,) — €Wy, 23,))

<(M+LP>+2 sup €(0, z),
€Z

where in the last inequality we have used 77, < 1 and the nonnegativity of £. Now, putting the above inequality back
into (3 and taking the summation gives

Wil < (M + L)? +2 sup £(0:2) Z 0. (6)
j=1
Then, we consider the case @ = 1. In this case, Lemma 19|implies ||0£(w; 2)||3 < 2L{(w: 7). Therefore,
llOCW,, 23 — 2(Wy, BE(W,, 2)) < 2m,LEW,, 23,) + 2000, 2;,) — 26(W,, 23,) < 2000, 2;),

where we have used the convexity of £ and i, < 1/L. Plugging the above inequality back into (3) and taking the
summation yield that

t
||Wz+1||§ < 2sup £(0, Z)an_ o
z€ —

Finally, we consider the case @ € (0, 1). According to the self-bounding property and the convexity, we know
196We. 22 < Cat 757 (Wi, Zi,) < Cart (We, DEW, 23)) + €(0,2;)) .
Therefore, for a € (0, 1) there holds
20
18w, 213 < €5 ((Wes DEWe, 23)) + €00, 2,)) ™

l+a 2o l+a 2
=(~ o (Wi 0lw2,)) + (0. @)™ (e (——=))
2(1 l+a a;, J+a 20\
< 1+a( = (Wi, 06Wi,2,)) + E0O, zl,») a(ca,l( o ) )
1 - 2(1+a) 20
= 277: (<Wt, ol(w,, Zz,)) + £(0, Zz,)) + (111” ( )I H’]r >
+a l+a
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1

where the last inequality used Young’s inequality ab < +a” + éb‘f with - + - = 1. Putting the above inequality into

(3), we have

2(1+a)

2
2 2 — —
IWelly < liwill; + o ( )‘ T+ 20002,

1-
1+
If the step size i, < 1, then

2( 1+a>

-«
W2 < w2 + (1— () - 2sup 0 Z>)
+ €Z

Taking a summation of the above inequality, we get

1 —q 2+ a !
2 —a
Wit < (5 o :9) > ) @®)
+ €Z =)

The desired result follows directly from (6), (7) and (8] for different values of a. O

The following lemma shows the approximately non-expensive behavior of the gradient mapping w +— w —
not(w, z). The case @ € [0, 1) can be found in Lei and Ying [21]], and the case @ = 1 can be found in Hardt [17].

Lemma 21. Suppose the loss function € is convex and a-Hélder smooth with parameter L. Then for all w,w’ € R?
and n < 2/L there holds

1 - 2 2
Iw = ndE(W,2) = W'+ ndl(w', 2|l < W — W'll3 + T(Z L)

With the above preparation, we are now ready to prove Theorem [7]

Proof of Theorem[]} (a) Assume that S and S’ differ by the i-th datum, i.e., z; # 2. Let {W;} _, and {wt}T be the
1+Q(2 ”L)l =. Note

that when ‘W = R, Eq. (I) reduces to w1 = w, — ndf(w,, z;,). For any t € [T], we consider the following two cases.
Case 1: If i; # i, Lemma[21]implies that

sequence produced by SGD update (I)) based on S and S, respectively. For simplicity, let c(y ) =

Weat = Wiy l13 = I = 1L ) = W, + mdOW, 2)IB < 1w, = W)IB + 25
Case 2: If i, = i, it follows from the elementary inequality (a + b)> < (1 + p)a® + (1 + 1/p)b? that
IWesr = Wi, I3 = [IWe = 1,80(We, z0) = Wi+ dE(W, 23
< (1+ p)lwe = Will3 + (1 + 1/ p)n 106w}, 2)) = (W, 2)l3-
According to the definition of Holder smoothness and Lemma[20] we know

t—1

186w, Dl < M + L(Ca Y 1j)* = car. ©)
j=1

IR

Combining the above two cases and (9) together, we have

2
2 i, =i 2 2 T-a 2 2
W1 = Wil < (1 + p)=tliw, = willy + ¢ om/ ™ + 41 + 1/p)ji=ics 1y

where Ij; -; is the indicator function, i.e., Ilj;=;; = 1 if i; = i and O otherwise. Applying the above inequality recursively,
we get
J Z
1—

1
e Wl < 0 s = Wi+ (5 30 + 4.3 e+ Upie) [ ] 6 pio,
k=1 k=1

k=1 Jj=k+1
12



Since w; = w} and 7, = 1, we further get

L
[ ,Huzs]—[(up)ﬂ“ e2om™ nZ 21+ 1/p)lj=)

Jj=2

2

< (14 pyErlionn(c e + 4Caz77(1+1/17)z]1[1k ). (10)

Applying Lemmawith Xj =Ijj=pand X = Z_’izl X;, for any exp(—t/3n) <y < 1, with probability at least 1 — Z,

there holds |
ZH[@::‘] < %(1 + @)

t/n

For any 0 < y < exp(—t/3n), with probability at least 1 — % there holds

’ L), 3log/y)
IZ;H[,'J:,'] < ;(1 + l‘/—n)

Plug the above two inequalities back into (I0), and let Cy,; = Max { N W’ M}. Then, for any y € (0, 1), with

t/n
probability at least 1 — :{, we have

Wit = Wi lB < (1+ p)ie(c2 ym ™ + 4 (1 + 1/ p)= (1+cyt))

Let p = Then we know (1 + p)«*) < ¢ and therefore

1
T+ey)”

2
I

, t t

Wi = Wi I3 < e(c2mms +4c2 (1 + ~(1+ cw));u + Cy0)). (11)
This together with the inequality C[, < (M+ L(C,tn)? ) due to Lemma. we have, with probability at least 1 — £
that

’ 2 a t t
Wi = Wiy 1B < e(chm™ +4(M + L(Cam)®) (1 + ~(1+ c%,));(l +Cy0)).
By taking a union bound of probabilities over i = 1, ..., n, with probability at least 1 — vy, there holds

2
T

, « t t
sup [[Wea = Wi, 15 < efcg ™ +4(M + L(Cotm)® ) (1 + (1 Cw));(l + ¢y0)).

S~
2 2 a\2 o T T 1/2 . .
Let Asap(y) = (e(c2,Tn™ +4(M + L(CoTm)% Y'n?(1+ L(1 + ¢,,1))2(1 + ¢,,1))) . Recall that A is the SGD with
T iterations, and w = % 2,7:1 w; is the output produced by A. Hence, sup.g, 64(S,S’) = supg.q. [[W — W’|l,. By the
convexity of the £,-norm, with probability at least 1 — y, we have

T

1 ’
sup 3a(S,8") < 72 ), sup IW: = Wil < Asp(y).
S8 = s~

This completes the proof of part (a).

(b) For the case ‘W C B(0,R), the analysis is similar to the case W = R4 except using a different estimate for
the term ||0¢(W;, 2)||>- Indeed, in this case we have ||w,||, < R, which together with the Holder smoothness, implies
06w, 2|l < M + LR* for any ¢ e [T]and z € Z. Now, replacing ¢,, = M + LR* in Q) and putting c,, back into
(TT)), with probability at least 1 — £, we obtain

n’

2 t t
sup [[Wes1 = Wi 1B < e(c2ym™e +4(M + LR (1 + =(1+ ¢y.0)) = (1 + ¢y,).
NENY n n
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- 1/2
Now, let Aggp(y) = (e(ci,zTnﬁ +4(M + LR”)27]2(1 +La+ c%T))%(l + cy,T))) . The convexity of a norm implies,
with probability at least 1 — vy, that

T

’ 1 ’ A
sup 64(S,S8") < T E sup [[W; — Will2 < Asgp(y).
S8’ — s=s
The proof of the theorem is completed. O

3.2. Proofs on Differentially Private SGD with Output Perturbation

In this subsection, we prove the privacy and utility guarantees for output perturbation (i.e. Algorithm [T). We
consider both the unbounded domain ‘W = R? and bounded domain ‘W C B(0, R).

We first prove Theorem [§|on the privacy guarantee of Algorithm [T}

Proof of Theorem[§] Let A be the SGD with T iterations, W = %ZL w, be the output of A. First, consider the
unbounded domain case, i.e., W = R Let I = {i,...,ir} be the sequence of sampling after T iterations in A.
Define

B=|I: sup 3a(S,8") < Asgp(6/2)}.

Part (a) in Theoremimplies that P(I € B) > 1—6/2. Further, according to the definitions, we know the £,-sensitivity
of A is identical to the UAS of A. Thus, if I € B, then Lemmawith ¢ = 6/2 implies Algorithm satisfies (g, 0/2)-
DP. For any neighboring datasets S and S’, let wpy and W’ . be the output produced by Algorithm based on S and

priv
S’, respectively. Hence, for any E C R we have

P(Wpiiv € E) = P(Wpiy € ENT € B) + P(Wpiv € ENT € B9

5 5 5
< P(Wyiv € Ell € BIP( € B) + 7 < (eP(W, € Ell € B) + E)IED(I €B)+3

priv
<ePw . €eENTeB)+5<eP(w. . € E)+6,

priv priv

where in the second inequality we have used the definition of DP. Therefore, Algorithm |1| satisfies (e, §)-DP when
‘W = R?. The bounded domain case can be proved in a similar way by using part (b) of Theorem |7\ The proof is
completed. O

Now, we turn to the utility guarantees of Algorithm (I} Recall that the excess population risk R(Wpriy) — R(W*) can
be decomposed as follows (W = % Z,T= 1 Wo)

R(Wpriv) = RW") = [R(Wpriy) = R(W)] + [R(W) = Rs(W)] + [Rs (W) = Rs(W)] + [Rs(W") —R(W)].  (12)

We now introduce three lemmas to control the first three terms on the right hand side of (I2). The following
lemma controls the error resulting from the added noise.

Lemma 22. Suppose the loss function € is nonnegative, convex and a-Hélder smooth with parameter L. Let Wy, be
the output produced by Algorithm|l|based on the dataset S = {z1,--- ,z,} with n, = n < min{l, 1/L}. Then for any
v € (4exp(—d/8), 1), the following statements hold true.

(a) If' W = R, then, with probability at least 1 — %, there holds
R(Wpriv) = ROW) = O((Tm)* o Vd(log(1/y))7 + o' **d "> (log(1/7)) ¥*).

(b) If W C B(0, R) with R > 0, then, with probability at least 1 — ¥, we have

e

R(Wpriv) = R(W) = O(o Vd(log(1/y)7 + o' **d’™>* (log(1/7) F").
14



Proof. (a) First, we consider the case ‘W = R?. Note that

7z(vvpriv) - 72(‘TV) = Ez [f(wpriw Z) - f(w7 Z)] < Ez[<a£(wpdv, Z)’ Wpriv — W>]
< B (lI06(Wpriv, 2l12lIbll2] < (M + LiWpriv [l
< (M + LIWIS)IIbll2 + LIl ", (13)
where the first inequality is due to the convexity of ¢, the second inequality follows from the Cauchy-Schwartz
inequality, the third inequality is due to the definition of Holder smoothness, and the last inequality uses Wy, =

w + b. Hence, to estimate R(Wpiy) — R(W), it suffices to bound |[bl, and [[Wl||,. Since b ~ N(O, o21), then for any
v € (exp(—=d/8), 1), Lemmaimplies, with probability at least 1 — %, that

IIbll> < o Vd(1 + (2 log (4/))"). (14)

Further, by the convexity of a norm and Lemma[20} we know

T
_ 1 1
lwll> < T Z lIwill2 < (CaTm)?. s5)
=1
Putting the above inequality and (T4)) back into (T3) yields
a 8 1 +a 8 1+
R(Wpriv) = RW) < (M + L(C,Tr)*)o Vd(1 + (Zz log (4/y))) + Lo *d ¥ (1 + (Zz log (4/7))°)
= O((Tm o Vd(log(1/y))" + o' **d ¥ (log(1/7) ¥").
This completes the proof of part (a).

(b) The proof for the unbounded domain case is similar to that of the bounded domain. Since ||w,||; < Rfor ¢ € [T] in
this case, then

T
1
Wil < — > lIwell: < R. (16)
=1
Plugging (I6) and (T4) back into (T3) yield the result in part (b). O

In the following lemma, we use the stability of SGD to control the generalization error R(W) — Rg (W).

Lemma 23. Suppose the loss function € is nonnegative, convex, and a-Hdélder smooth with parameter L. Let A be
the SGD with T iterations and n, = n < min{1, 1/L} based on the dataset S = {z1,--+ ,2,}, and W = % Zthl w; be the
output produced by A. Then for any y € (49, 1), the following statements hold true.

(a) If' W = R% then, with probability at least 1 — ¥, there holds

R(W) = Rs (W) = O((T1)*? Asgn(6/2) log(m) log(1/y) + (T \Jn~ log(1/)).

(b) If W C B(0, R) with R > 0, then, with probability at least 1 — ¥, we have

R(W) - Rs (W) = O(Asop(6/2) log(n) log(1/y) + yn"# log(1/)).

Proof. (a) Consider the unbounded domain case. Part (a) in Theoremimplies, with probability at least 1 — %, that

Sup 0a(S,S") < Asgp(6/2). a7
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Since y > 46, then we know holds with probability at least 1 — % According to the result ||Wl|l, < v/C,Tn by (13)
and Lemma with G = +/C, T together, we derive the following inequality with probability at least 1 - —% = 1-1

a o log(8
R(W) = Rs (W) < C((M + L(CaTm)H)Asan(6/2) log(n) log(8/y) + (sup £(0,2) + (M + L(Tm)) Tn) 4| %/3’))

€Z

N 1+a 1 1
= o((rn)fAsGD(é/Z) log(n)log(1/y) + (Tn) > \/7 ﬂnm)

where ¢ > 0 is a constant. The proof of part (a) is completed.

(b) For the case ‘W C B(0, R), the proof follows a similar argument as part (a). Indeed, part (b) in Theorem [7]implies,
with probability at least 1 — £, that
sup 0a(S,S") < Asn(6/2). (18)
S8’
Note that |[|[W|[, < R in this case, then combining (T8) and Lemma [I| with G = R together, with probability at least
1 - X, we have
47

A log(8
R(W) — Rs (W) < c((M + LR")Asgp(6/2) log(n) log(8/y) + (sup £(0,z) + (M + LR*)R) @ )
€l
A log(1
= O(ASGD(5/2) log(n) log(1/y) + %)’
where ¢ > 0 is a constant. This completes the proof of part (b). -

In the following lemma, we use techniques in optimization theory to control the optimization error Rg (W)—Rg (W").

Lemma 24. Suppose the loss function € is nonnegative, convex and a-Holder smooth with parameter L. Let ‘A be
the SGD with T iterations and n, = n < min{1, 1/L} based on the dataset S = {z1,--- ,z,}, and W = % ZZTZI w; be the
output produced by A. Then, for any vy € (0, 1), the following statements hold true.

(a) If' W = R, then, with probability at least 1 — %, there holds

1 (12
ogl/y) | (w3 +
T nT

Rs (%)~ Rs(w") = O T yfiog(1 ) + [’ w1+,

(b) If' W C B(0, R) with R > 0, then, with probability at least 1 — %, we have

] *|12
ogd/y) lwll3 N
T nT

Rs (%) = Rs (W) = O Iw I} I I17n)

Proof. (a) We first consider the case ‘W = R¢. From the convexity of £, we have
1 &
Rs (W) = Rs (W) < == > Rs(Wi) = Rs (W)

t=1
1w 1< 1<
= o D RS OW) = €W z)1 + = D T0W" ) = Rs (W)l + = 3 [EWnz) = £ 5)L (19)
=1 =1 =1

First, we consider the upper bound of % Zthl [Rs (w,) — £(w;; z;,)]. Since {z; } is uniformly sampled from the dataset S,
thenforallt =1,...,T we obtain
]EZ,', [f(wt, Z[,)|W19 [EE) wtfl] = RS (Wt)
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By the convexity of £, the definition of Holder smoothness and Lemma 20} for any z € Z and all ¢ € [T'], there holds
Uwy, 2) < sup (0, 2) + (W, 2), w;) < sup £(0, 2) + [[0L(Wy, DI l[Will>
Z Z

< sup £(0,2) + (M + LIw,[)lIWill2 < sup £(0,2) + M(CoT)? + L(CoTn) 5" (20)
Z Z

Similarly, for any z € Z, we have
tw*,2) < Supf(O 2+ MW |l + LIw* (1. 3y
Now, combining Lemma [I7] with (20) and noting > 1/7, we get the following inequality with probability at least
1-2
8

1 o [210g(})

T
7 2 Rs(W) = (W )] < (sup £0,2) + MCuT1)* + LCoTm) ) \|—= = O(n 7% Viog1/)). - 22)
t=1

According to Lemma with probability at least 1 — %, there holds

log(8 log(1
1 S tewsz - Ro(w) < (sup £0.2) + Ml + LIw'IE) 2507 = oiwih y[2E02%). 23)

t=1

Finally, we consider the term % Z,T:l [£(W,, z;,) — €(W*, z,)]. The update rule implies w1 —W* = (W, —W") —ndl(w,, z; ),
from which we know

W1 = W5 = [I(w, — W*) = ndb(w,, 23
= [lw, = WIS + 206wy, zi)II5 — 2140E(W1, 2i,), Wy — W',

It then follows that
* 1 * *
(00(W,z;,), Wi — W ) = 57(”% — W5 = W1 — WIB) + g”af(wt,Zi,)”%-

Combining the above inequality and the convexity of £ together, we derive

T T

; (6% 3) = €W )] < ;[z(llwz = WG = Wt = WIR) + 2106w, 23)IB]
1 n d
< g™ =W IR+ 5 2 10072 (24)

Since 0 < ﬁr—”a <1, Lemmaimplies the following inequality forany t = 1,...,T

2 2a
10C(W; ZiDll; £ caa €T (Wis2i,) £ con max{l(Wy;z;,), 1} < co 1 €(W2i) + Cot-

Putting ||0€(w,; Zi,)”% < a1 (Wr5Z;,) + Cq,1 back into (24)) and noting |lw ||, = 0, we have

T

. W5 can Ca
Z[f(wt,z,, WLzl < SR Zf(wt,z,,n

t=1

Rearranging the above inequality and using (ZI), we derive

T

1 . 1wl ca U Call]
= D W) = (W 2)] < 1_w( Pk Zf( @)+ =5-)
t=1

W12
e :T + W13 n). (25)
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Now, plugging (22)), (23) and (23) back into (I9), we derive

e @ log(1 *
Ry (%) = R (w") = 00" T log(177) + Iw ||““\/%/”+”:T”2 + W)

with probability at least 1 — %, which completes the proof of part (a).
(b) Consider the bounded domain case. Since ||w,|| < R for any ¢ € [T], then by the convexity of £ and the definition

of Holder smoothness, for any z € Z, there holds ¢ (w,, z) < sup, £(0,z) + (M + LR*)R. Combining the above inequality
and Lemma. together with probability at least 1 — £, we obtain

1< 2log(¥) log(1
F DRSO ~ W3] £ (00,2 + (M + LR D = 0y PR 26)

Since |[We1 — W3 = [[Projoy (W, — n0l(w,, z;,)) — w3 < l(w, — w*) — ndl(w,, z;)I3, then (23] also holds true in this
case. Putting (26)), @) and (23) back into (T9), with probability at least 1 — £, we have

] * . [flogy I3 .

Rs (W) = Rs (w) = OfIw 15 2L 4+ 22wy,
nT

The proof is completed. O

Now, we are in a position to prove the utility guarantee for DP-SGD-Output algorithm. First, we give the proof
for the unbounded domain case (i.e. Theorem [9).

Proof of Theorem[9] Note that Rg(w*) — R(W*) = Rs(w*) — Eg[Rs(w*)]. By Hoeffding inequality and 1), with
probability at least 1 — %, there holds

log(4 log(1
R(w') = ROW) < (sup £0.2) + MIw Il + LIw 1) E < o R )

Combining part (a) in Lemmas [22] 23] 24]and (27) together, with probability at least 1 — v, the population excess
risk can be bounded as follows

ﬂ(wpn‘v) - R(W*)
= [R(Wpriv) — R(W)] + [R(W) = Rs (W)] + [Rs (W) — Rs (W")] + [Rs (W*) — R(W")]

a 1 I+a l+a @ I+a l+a 1 1
= O((Tn¥ o V(log(1/7))} + o*2d ™ (log(1/y) % + (T Asan(6/2) log(m) log(1 /y) + % (15 ([ £V
n

. ‘I3 log(1
Tleog(l/y>)+”:—T” +IW I+ I [0 (8)

Plugging Asgp(6/2) = O( \/Tr]ﬁ + M) and o = O(—W) back into (Z8)), we have

R(Wpriv) - R(W*)

log(1 e T \fdlog(1/6)(log(1/y))* 1 5 5 (log(1/y)) ¥ (T log(}) Al
_O( log(n/y)nT+ Vdlog(1/6)(log(1/y))* log(n/ )]7“0,+ g (Tlog(1) ™ e

ne €1+IY

+a ¢ l+a 1 1
(d10g(1/6)) * (log(1/y)) ¥ T+ 90+D(log(n/5)) ™ N T o) oe(l/y) o5
(I’lé)lﬂl €

w w2 T log(n/s) log(n) log(1 I log(l
+ T log(n) log(1 fyyp 55 T 108@/0) logm)ogl/y) 1o — \Jedm 7)) AW 29)
n n n
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Taking the derivative of - + T log(l/ A

Putting this n back into (]2;9[) we obtain

logl/M 1 5* w.rt iy and setting it to 0, then we have = n¥ /(T(log(1/y))¥).

R(Wpriv) - R(W*)
Qoo)+e)

n20= BOw \/dlog(l/(i) \/dlog(l/(i) log(n/(i) Vdlog(1/6)log(n/d) ]+(1 n T-0G+a P Vd log(l/&) l+a

T € log(l/y))““’“)“*m n¥e(log(1/y)™0 0 €(log(1/7)) ™ T ( 1og(1/y))74u—w>w+m
Gra)(1-a) 1 1 T
2 n2,+(y @ n3+a w12
+log(m) log(n/0)(log(1 /) ™ (o + — + — + =) IWIE. (30)
T 2(-a) n3+a N3+ T
2((21 7)}]’:0))
To achieve the best rate with a minimal computational cost, we choose the smallest T such that * ff[, 2 = O(—),
T 2(T-a) rﬂT
) e | v | RN N
= O( (4+n><1+a) ) and mr— + —— + "5 = O(—). Hence, we set T < nTa6 if 0 < @ < -5, and
T 20-0) n 26+a) T 2(1-a) n3+a n3+a

T = n else. Now, putting the choice of T back into (30), we derive

\dlog(1/6) log(n/(S) Vdlog(1/8)log(n/d) 1+ N log(n)(log(l/y))ﬁ log(n/é)) W R
(o (1 /7)o (log(l/) o n e nvs "

R(Wory) — ROW") 0(

Without loss of generality, we assume the first term of the above utility bound is less than 1. Therefore, with probability
at least 1 — vy, there holds

ydlog(1/6)log(n/6) log(n)(IOg(l/y))**" 10g(n/6))

R(Wprin) — RW) = [[W[12 - (
(log(1/y) T insi e ns

The proof is completed. O

Finally, we provide the proof of utility guarantee for the DP-SGD-Output algorithm when ‘W C B(0,R) (i.e.
Theorem [T0).

Proof of Theorem[I0} The proof is similar to that of Theorem[9] Indeed, plugging part (b) in Lemmas 22} 23] 24] and
(Z7) back into (I2), with probability at least 1 — vy, the population excess risk can be bounded as follows

1 l+a l+a -~ 1 1
R(Wpriv) = ROW") = O Va(log(1/)* + o7'**d ¥ (log(1/y) ¥ + Asop(8/2) log(n) log(1/7) + 4 /_"g(n 1)

w12 loe(1/7)
2 W w25,
n n

Note that Asgp(6/2) = O(NTy™ + M) and o = Y2E2ORwOR) e we have

€

R(Wpriv) - R(W*) =0

((Tlog(n/5)) log(n) log(1/y) N T /dlog(1/9) 10g(n/6)(10g(1/7))%
n ne
Vlog(1/8)Td(log(1/y))* 1
o og(1/6) E(og( 1Y) + VT log(m log(1 /y)n™ + L

N (T \/dlog(l/5)10g(n/5)(10g(1/7))3)1+an1+a LI llog(;/y)).uw,‘”%.

ne Tn

n
1+a

(Tdlog(1/8))"%* (log(1/y)) ¥* .

€19}

T log(n/&) log(mlog(1/y) | T /dlog(1/6)log(n/5)(log(1/y)"/* )]7
n

ne

We consider the tradeoff between 1/n and 5. Taking the derivative of %} +(
iog@m/)logimog(1/7) (d1og(1/6)'" v/logn/e)tog(1 /y)"* )
Vi ’ Vne
19

w.r.t 7 and setting it to 0, we have n = 1/ (T max { . Then putting the



value of  back into (3T)), we obtain

R R (dlog(1/6))* (log(1/7))% ylognfd) ,(dlog(1/5))* (log(1/y))* \logn/6),1+a
(Wpriv)_ ( ( \/E ( \/ﬁ )
(leg(l/é))““ B (IOg(I/V))*(1 50T e ((d 10g(1/6))4“ 7 (log(1/))¥0 n 710 et )1+w
T 205 (log(n/6) ™ T2 (log(n/6)) 7

1

nxe 12
+ Vlogtm Tog(1/7) 10g(1/5)($ +20) IWIB.

T 2(-)

1
Similarly, we choose the smallest 7" such that ”2(,1:: =0( \f) Hence, weset T < n T ifa < 3,and T = nelse. Since
T 20-a)

1 1-2a
12 2=

we have

(d1og(1/6)) (log(1/7))¥ vlog(n/6) ((dloga/a)) (log(1/7))¥ ylog(/6) Jie

RWor) = ROw") = O

Vne Vne
ylog(n) log(1/y)log(n/8)\
N 7 ) .

It is reasonable to assume the first term is less than 1 here. Therefore, with probability at least 1 — vy, there holds

(dlog(1/6)) (log(1/y))} Vlog(n/5) N Vlog(n)log(1/y) 10g(n/(5))
Vne Vn '
The proof is completed. O

R(Wpriv) — RW") = W[5 - O

3.3. Proofs on Differential Privacy of SGD with Gradient Perturbation
We now turn to the analysis for DP-SGD-Gradient algorithm (i.e. Algorithm [2) and provide the proofs for
Theorems [[T]and[12] We start with the proof of Theorem[TT|on the privacy guarantee for Algorithm 2]

Proof of Theorem|I1] Consider the mechanism G; = M, + b,, where M, = d€(w,,z;). For any w, € ‘W and any
Zi,» Z;, € Z, the definition of @-Holder smoothness implies that

106(W,, zi,) = OE(W, z)ll < 2(M + Lilw,l|3) < 2(M + LR™).
Therefore, the £,-sensitivity of M, is 2(M + LR®). Let
14(M + LR*)*T ,log(1
oo MO LR log(1)0)

pn*e (1-pe
Lemmawith p= % implies that G, satisfies (/l, T]+/§)l))_RDP if the following conditions hold
(1)
o2
— > 0.67 32
4(M + LRY)? = (32)
and
Aol log " ) (33)
= 2
6(M + LR?®) A1 + 4(M+LRQ)2)
Let A = lz’f%‘? + 1. We obtain that G, satisfies (lz’f(lﬁ/)i) +1, ﬁf) RDP. Then by the post processing property of DP
(see Lemma EI), we know w,, also satisfies (k(’f('lg/)é) +1, & 6) RDP for any ¢t = 0,. — 1. Furthermore, according
to the adaptive composition theorem of RDP (see Lemma , Algorithm [2| satisfies (1?;%%? + 1, 8¢)-RDP. Finally, by
Lemma 5] the output of Algorithm [2]satisfies (e, §)-DP as long as (32) and (33) hold. O
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Now, we turn to the generalization analysis of Algorithm First, we estimate the generalization error R(Wpiy) —
RS (Wpriv) in @

Lemma 25. Suppose the loss function € is nonnegative, convex and a-Hélder smooth with parameter L. Let Wy, be
the output produced by Algorithm[2|based on S = {zy,--- ,z,} withn, = 7 < min{1, 1/L}. Then for anyy € (0, 1), with
probability at least 1 — %, there holds

~ log(1
ROWyr) ~ Rs Wyr) = ORsn(/6) logn log(1 /) + 2 2).

Proof. Part (b) in Theorem|7|implies that Aggp(y/6) = 0( Ty + M) with probability at least 1 — 2. Since the
noise added to the gradient in each iteration is the same for the neighboring datasets S and S’, the noise addition does
not impact the stability analysis. Therefore, the UAS bound of the noisy SGD is equivalent to the SGD. According to
Lemma and |[Wpivll> < R, we derive the following inequality with probability at least 1 — (g + %)

~ log(6
R(Wor) = Rs (W) < e (M + LR Ascin(/6)logn)1og(6/7) + (Mo + (M + LR\ 21

A log(1
= O(ASGD(7/6) log(n)log(1/y) + \/@),

where ¢ > 0 is a constant. The proof is completed. O
The following lemma gives an upper bound for the second term R (Wpiy) — Rs(W") in @).

Lemma 26. Suppose the loss function € is nonnegative, convex and a-Hoélder smooth with parameter L. Let W,
be the output produced by Algorithm 2] based on S = {zy,-- ,z,} with, = n < min{l, 1/L}. Then, for any y €
(18 exp(—dT/8), 1), with probability at least 1 — %, there holds

|2 « nTdlog(Lt) [log(l)
Ry (Wyr) — R (W) = (” e llog(Tl/y) . [Iw*[13 . Vlog(1/6)log(1/y)(IW*|l2 + 1) . 5 y )

Tn ne n2e?

Proof. To estimate the term Rg (Wpiv) — Rs (W*), we decompose it as

1 1 « 1
Rs (Wprn) = Rs (W) < — ;[RS (W) = (Wi 23)] + ;[f(w*,zi) ~Rs(W)] + - ;[f(wt,z,-,) — 0w, z)]. (34)

Similar to the analysis in 20) and 1)), we have €(w*,z) = O(|lw*|[}**) for all z € Z and £(w,,z) = O(R + R'**) for
allz=1,...,T and z € Z. Therefore, Azuma-Hoeffding inequality (see Lemma|[I7) yields, with probability at least
— 2, that
9 9

T
© D MRS~ (w1 < (swp 0.9+ suplow )\ Y < R+ R [P )
t=1

e t=1,...TzeZ 2T

’ﬂ I

In addition, Hoeffding inequality (see Lemma implies, with probability at least 1 — %, that
T
* ) . [log1/7)
Z £W',2,) = Rs (W) < (sup £0,2) + sup {w", ) [ == = O(Iw Iy =52) 36)
=1 € €Z
Finally, we try to bound % Zthl [€(w;, zi,) — €(w", z;,)]. The SGD update rule implies that |[w;,; — *||2 [Projqy (w, —

n@e(Wy, zi,) + b)) — W3 < [l(w, — w*) — n(d(w,, z;,) + b)ll3, then we have (w, — w*, 8l(W;, z;,)) < 1,,(I|wz w3 -
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Wiet = W*[13) + 2310wy, zi)II5 + [Ib13) — (by, W, — W* —ndl(W,, z;,)). Further, noting [lw; ||, = 0, then by the convexity
of £ we have

T
) Wl
;[awnz,, - Wzl < S

T T T
77 2 1 5 T] 2
tor Z] I0eewe. )l ~ o ;w,, W= W = LW, i) + 5 Z Ibi|2.

The definition of @-Holder smoothness implies that [|0€(w,, z; )ll. < M + L|lw,||5 < M + LR for any ¢. Then, there hold

T T
n 2 n a2 _
57 Zl 06we. )l < 57 ;(M + LIwlI2)? = O(),

and
Iw: = w" = 0w, zi)lla < IW'|l2 + R + n(M + LR").
Since b, is an o2-sub-Gaussian random vector, %(b[, w; — W' —1dl(w;,z;)) is an (T’—i(llw*llz +R+n(M + LR“))z-sub-
Gaussian random vector. Note that the sub-Gaussian parameter f;—i(l|w*||2 +R+nM + LR‘l'))2 is independent of w,_;
15T * . 2 3L (Iw* [l +R+m(M+LR®))> p .
and b,;. Hence, 7 >\;_ (b, W, — Ww" — not(w;, z;)) is an 2 -sub-Gaussian random vector. Since
O(Tlog(l/ %), the tail bound of Sub-Gaussian variables (see Lemma i implies, with probability at least 1 — {5,

that

1
1< . (2wl + R + (M + LR")?)’
= D by W, = W = ndl(W;, 7)) <

v2log(18
T =1 1/T Og( /7)
log(1 log(1/6)log(1 w*
:O(O—(”W*HZ“‘U) | og(T/y)) =O( og(1/6) ogl(m/y)(ll ||2+;7)).

According to the Chernoff bound for the £,-norm of Gaussian vector with X = [byy, ..., b1z, bo1...,brg] € R79(see

Lemma([15), for any y € (18 exp(=dT/8), 1), with probability at least 1 — J, there holds

! nTdlog(}) \[log(2)
n 3 Y
57 Zl b < 2 1+(—log<18/y)> ro? =0 g )

Therefore, with probability at least 1 — %, there holds

|I2 \/log(l/é) log(1/7 (Iw*ll2 + 1) UleOg(l/é)w/IOg(l/Y )
n

n2e?

T
;[aw,,z,, {’(w*,zi,)]SO( . 37)

Putting (35), (36) and (37) back into (34)), we obtain, with probability at least 1 — %, that

R (Wopiy) — Rs (W) = l+a 10g(1/7) [lw* I|2 Jlog(l/&)log(l/y Y(|lw* ||2+n) nTdlog(1/8) \Jlog(1/y)
s (Wpr) = Rs (W) = O(Iw' Iy [ =5 v )

Tn n2e?

The proof is completed. O
Now, we are ready to prove the utility theorem for DP-SGD-Gradient algorithm.

Proof of Theorem([I2} The Hoeffding inequality implies, with probability at least 1 — Z, that

log(3 log(1
Rs (W) = R(W") < (sup £(0,2) + sup £(W", 2)) %ﬂm o(Iw ||1+‘u/%/”).

€Z €Z
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Combining Lemma 23] Lemma[26]and the above inequality together, with probability at least 1 — y, we obtain

llw *||2 \/10g(1/f5)10g(1/7 )Wz + 1)
Tn

R(Wpriv) = R(W) = (ASGD(')’/ 6)log(n)log(1/y) + ——

an log( ) \llog( v \/W

Now, putting ASGD()// 6) = O( \T. ;,117 + M) back into the above estimate, we have

RiWi) - RW) = O( VT log(m) log(1 yyys + o 2y T10801/0) Viog1/7) | Tlog(mlog(n/y) log(1/)

Tn n2e? n
T Iw e ,10g(1/7) N [Iw*[l2 \/log(l/é)log(l/y)). 38)
n ne

To choose a suitable 7 and 7" such that the algorithm achieves the optimal rate, we consider the trade-off between 1/

Tdlog1/9) Viog/y) | T log(mlog(n/y)log(1/y) ) w.r.t 7 and set it to 0, then we have

n2e? n

and 77. We take the derivative of 7 +7(
Vioem logtn/ylog(1/)  VdTog(1/o)log(1 /vt
Vn ’ ne
(log(n) log(1/y)) ™ n 5 \/dlog(l/é) log(1/y) . Vlog(n)log(n/y) log(l/y)) w2
T2 (log(n/y)) ™ ne Vi >

n=1/T - max { }. Putting the value of n back into (38), we obtain

R(Wpi) = ROw") =0

In addition, if n = O(T% ), then there holds

dlog(1/6)log(1 1 1 log(1
Rwor) ~ Rw') =l - o WDz, logtr) °gi7’_f” o)y

\/dlog(l/&

optimal rate with a low computational cost. Therefore, we set T = nime if @ < %, and T = n else. The proof is
completed.

The above bound matches the optimal rate O(~——— %) Furthermore, we want the algorithm to achieve the
O
Finally, we give the proof of Lemma[I3]on the existence of B for Algorithm [2to be (e, §)-DP.

Proof of Lemmal(I3] We give sufficient conditions for the existence of g € (0, 1) such that RDP conditions (32) and
(33) hold with o2 = MOLLRY g g = 21060 4 g4y Theoremu Condition (32) with T' = nand 6 = ;5 is equivalent

Bne TP
to
7 72 log(n) + €)
=p - 2
B = = (14 g B+ e 2 (39)
If (1 + o) < 2818059 “then £(8) > 0 for all . Then (32) holds for any S € (0, 1). If (1 + 1z5—)" > ZE0E0t9

then B € (0, 81]U[B,, +o0) such that the above condition holds, where 31, = 5((1+m)¢ \/(1 + l'34“) - 28(?_?523”))
are two roots of f(8) =

. .. . a2 . .
Now, we consider the second RDP condition. Plugging o = M(M;% back into (33)), we derive

3Bne(d - 1)

72
7 + log(4) + log(1 + m) < log(n). 40)

To guarantee (@0, it suffices that the following three inequalities hold
3Bne(d - 1) < log(n)
71 - 37
23
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1
tog1) < 5, “2)
71 log(n)
log(l + —) < 43
og( 2ﬁne) 3 43)
We set 1 = =2% 4 1 in the above three inequalities. Since A > 1, then @) holds if 8 < 7log(n)/9ne. Eq. @2)

AP

reduces to 8 < 1 — 2@

(n'B-1)e

. Moreover, @3] is equivalent to the following inequality

7 B+ 7(2log(n) + e)
2n(ns — e 2n(ns — e

gB):=p -1+ (44)

14(21og(n)+€)
n(n'3-1)e?

. 71
condition € > 2n(n33—1) + 2,/n(n(,’§(fi). Furthermore, g(8) < 0 for all B € [B3,B4], where B34 = ((1 2n(nm ) F

\/ (1+ 2n(nl/7371)€)2 - 14(210“3(")%)) are two roots of g(8) = 0. Finally, note that

n(nl/3—1)62

max{ 7 42 7 log(n) 10g(n)(1410g(n)(n% -1)+162n - 63)} 7(n3 — 1)+ 4log(mn + 7
2n(ns — 1) nns —1) 9n(2log(n)(ns — 1) — 9) 2n(ns — 1)

Then if n > 18 and

There exists at least one 8 such that g(8) < 0 if (1 + 2’1(’11,73_1)5)2 - > 0, which can be ensured by the

7(n3 - 1) +4log(mn+7

2n(n? -1
there hold
71 21
Bs < min{ og(n) | _ Zlogn) } (45)
9ne (n3 — e
and
. 7 o 28Q2log(n) + €
< f(1 > 4
PP i+ o) 2 — 33 (46)

Conditions (@3] and (@6)) ensure the existence of at least one consistent 8 € (0, 1) such that (39), @I), @2), @3) and
(@4) hold, which imply that (32)) and (33) hold. The proof is completed. O

4. Conclusion

In this paper, we are concerned with differentially private SGD algorithms with non-smooth losses in the setting of
stochastic convex optimization. In particular, we assume that the loss function is a-Hélder smooth (i.e., the gradient
is @-Holder continuous). We systematically studied the output and gradient perturbations for SGD and established
their privacy as well as utility guarantees. For the output perturbation, we proved that our private SGD with a-Holder
(dlog(1/6))"/* y/log(n/6)

Ve
logarithmic terms, and gradient complexity 7' = O(n% + n), which extends the results of [35] in the strongly-smooth
case. We also established similar results for SGD algorithms with output perturbation in an unbounded domain

: ) [dTog(1/5) log(n/5 '
W = RY with excess risk O( o /2) os/o) logn) ‘”)

smooth losses in a bounded ‘W can achieve (e, 5)-DP with the excess risk rate O( ) up to some

, up to some logarithmic terms, which are the first-ever known

ni+ta e ni3+a

results of this kind for unbounded domains. For the gradient perturbation, we show that private SGD with a-Holder

A/d1log(1/5)

ne

1

smooth losses in a bounded domain ‘W can achieve optimal excess risk ()( + W) with gradient complexity

T = O(n% + n). Whether one can derive privacy and utility guarantees for gradient perturbation in an unbounded
domain still remains a challenging open question to us.
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Appendix: Proof of Lemmal/[]

In the appendix, we present the proof of Lemmal[T} To this aim, we introduce the following lemma.

Lemma 27. Suppose € is nonnegative, convex and a-Holder smooth. Let A be a randomized algorithm with
Supg.g 0a(S,S") < Aa. Suppose the output of A is bounded by G > 0 and let My = sup,-{(0,z), M =
sup. 7 16€(0, 2)ll2. Then for any y € (0, 1), there holds

Py ||[RCAS)) - Rs (AS))] = c((M + LG™)Aqlog(n) log(1/7) + (Mo + (M + LG*)G) [n" log(1 /7))} <y.

Proof. By the convexity of £ and the definition of @-Hdlder smoothness, we have for any S and S’,

UAS), 2) < sug €(0,2) + (OU(A(S), 2), AS)) < Mo + [|0LAS), DI IAS)II2

< Mo + (M + LIAS IDIAS I < Mo + (M + LG)G 47
and
fgg [E(AS), 2) = LAS"), )| < max {[|lOL(A(S), D2, I0ECAS ), DILHIAS ) = AS Il
| < (M + LGHIAS) = AS o
Note supg.g, 64(S,S’) < Az and 64(S,S’) = [[AS) — A(S)l. Then for any neighboring datasets S ~ S’, we have

sup [0(A(S),z) — C(AS'), 2)l < (M + LGY)A4. 48)
€Z

Combining Eq. @7), Eq. (&8) and Corollary 8 in [7] together, we derive the following probabilistic inequality

Ps o a [IR(CAS)) — Rs (A(S))| > c((M + LGY)Azlog(n)log(1/y) + (Mg + (M + LG*)G) A/n! log(l/y)) <.

The proof is completed. O

Proof of Lemmall] Let Ey = {A : supg.s, |AS)~AS ) > Az} and Es = {(S,A) : [REAS)~Rs (AS))] > o((M+

LG*)Aglog(n)log(1/y) + (M + (M + LG*)G) \/n~! 1og(1/y))}. Then by the assumption we have P#[A € E|] < y.
Further, according to Lemma for any y € (0, 1), we have Ps 4[(S, A) € E, N A & E] <. Therefore,

Psal(S,A) € E2] =Ps al(S,A) e ENA€ E]+Psal(S,A) e ExNA¢ E]
SPA€E]+Psal(S,A) e ExNAEE ] <vyy+.

The proof is completed. O
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